





























Tamper-proofing, The objective of tamper-proofing
is to answer the question, “Has this image been modi-
fied?” Tamper-proofing techniques are related, but
distinct from the other data-hiding technologies. What
differentiates them is the degree to which information
is secured from the host signal. In Figure 10, the dif-
ference between tamper-proofing and other data-hid-
ing techniques is characterized. Figure 10A illustrates
that data hiding requires a deep information well that
is resilient to large displacements. Figure 10B illus-
trates that tamper-proofing requires a shallow well
that is only resilient to small displacements, but is
triggered by large displacements. Most data-hiding
techniques attempt to secure data in the face of all
modifications. Tamper-proofing techniques must be
resilient to small modifications (e.g., cropping, tone-
scale or gamma correction for images or balance or
equalization for sounds) but not to large modifications
(e.g., removing or inserting people from an image or
taking words out of context in an audio recording).

There are several ways to implement tamper-proofing.
The casiest way is to encode a check-sum of the
image within the image. However, this method is trig-
gered by small changes in the image. This suggests an
approach involving a pattern overlaid on the image.
The key to a successful overlay is to find a pattern
resilient to simple modifications such as filtering and
gamma correction, yet is not casily removed. The
search for such patterns and other methods of detect-
ing tampering remains an active area of research.

Feature tagging, Another application of data hiding
is tagging the location of features within an image.
Using data hiding it is possible for an editor (or
machine) to encode descriptive information, such as
the location and identification of features of interest,
directly into specific regions of an image. This
enables retrieval of the descriptive information wher-
ever the image goes. Since the embedded information
is spatially located in the image, it is not removed
unless the feature of interest is removed. It also trans-
lates, scales, and rotates exactly as the feature of inter-
est does.

This application does not have the same requirements
for robustness as the digital watermark. It can be
assumed that, since feature location is providing a ser-
vice, it is unlikely someone will maliciously try to
remove the encoded information.

Embedded captions. Typical news photograph cap-
tions contain one kB of data. Thus embedded captions
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is a relatively high bit-rate application for data hiding.
As with feature tagging, caption data are usually not
subject to malicious removal.

While captions are useful by themselves, they become
even more useful when combined with feature loca-
tion. It is then possible for portions of the caption to
directly reference items in the picture. Captions can
become self-editing once this is done. If an item refer-
enced in the caption is cropped out of the picture, then
the reference to that item in the caption can be
removed automatically.

Data hiding in audio

Data hiding in audio signals is especially challenging,
because the human auditory system (HAS) operates
over a wide dynamic range. The HAS perceives over a
range of power greater than one billion to one and a
range of frequencies greater than one thousand to one.
Sensitivity to additive random noise is also acute. The
perturbations in a sound file can be detected as low as
one part in ten million (80 dB below ambient level).
However, there are some “holes” available. While the
HAS has a large dynamic range, it has a fairly small
differential range. As a result, loud sounds tend to
mask out quiet sounds. Additionally, the HAS is
unable to perceive absolute phase, only relative phase.
Finally, there are some environmental distortions so
common as to be ignored by the listener in most
cases.

We exploit many of these traits in the methods we dis-
cuss next, while being careful to bear in mind the
extreme sensitivities of the HAS.

Audio environments

When developing a data-hiding method for audio, one
of the first considerations is the likely environments
the sound signal will travel between encoding and
decoding. There are two main arcas of modification
which we will consider. First, the storage environ-
ment, or digital representation of the signal that will
be used, and second the transmission pathway the sig-
nal might travel.

Digital representation. There are two critical param-
eters to most digital audio representations: sample
quantization method and temporal sampling rate.

The most popular format for representing samples of
high-quality digital audio is a 16-bit linear quantiza-
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from the text is one way for publishers to protect their
products in an era of increasing electronic distribu-
tion. Annotation can be used for tamper protection.
For example, if a cryptographic hash of the paper is
encoded into the paper, it is a simple matter to deter-
mine whether or not the file has been changed. Verifi-
cation is among the tasks that could easily be
performed by a server which, in this case, would
return the judgment “authentic” or “unauthentic” as
appropriate.

Other uses of data hiding in text involve embedding
instructions for an autonomous program in a text. For
example, a mail server can be programmed to check
for hidden messages when transmitting an electronic
message. The message is rejected or approved
depending on whether or not any hidden data are
found. In this way a company running its own mail
server can keep confidential documents from being
inadvertently exported.

Conclusion

In this paper, several techniques are discussed as pos-
sible methods for embedding data in host text, image,
and audio signals. While we have had some degree of
success, all of the proposed methods have limitations.
The goal of achieving protection of large amounts of
embedded data against intentional attempts at removal
may be unobtainable.

Automatic detection of geometric and nongeometric
modifications applied to the host signal after data hid-
ing is a key data-hiding technology. The optimum
trade-offs between bit rate, robustness, and perceiv-
ability need to be defined experimentally. The interac-
tion between various data-hiding technologies needs
to be better understood.

While compression of image and audio content con-
tinues to reduce the necessary bandwidth associated
with image and audio content, the need for a better
contextual description of that content is increasing.
Despite its current shortcomings, data-hiding technol-
ogy is important as a carrier of these descriptions.
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